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(57) ABSTRACT 

A method and system for reliably performing extra-long 
operations in a reliable state-full system (such as a ?le 
system). The ?le system includes a separate portion of the 
?le systern reserved for ?les having extra-long operations in 
progress, including ?le deletion and ?le truncation. This 
separate portion of the ?le system is called the Zombie ?le 
space; it includes a separate narne space from the regular 
(“live”) ?le system that is accessible to users, and is main 
tained as part of the ?le system When recording a consis 
tency point. 
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FILE DELETION AND TRUNCATION USING A 
ZOMBIE FILE SPACE 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to ?le server systems, includ 
ing those ?le server systems in Which it is desired to 
maintain reliable ?le system consistency. 

[0003] 2. Related Art 

[0004] In systems providing ?le services, such as those 
including ?le servers and similar devices, it is generally 
desirable for the server to provide a ?le system that is 
reliable despite the possibility of error. For example, it is 
desirable to provide a ?le system that is reliably in a 
consistent state, regardless of problems that might have 
occurred With the ?le server, and regardless of the nature of 
the ?le system operations requested by client devices. 

[0005] One knoWn method of providing reliability in 
systems that maintain state (including such state as the state 
of a ?le system or other set of data structures) is to provide 
for recording checkpoints at Which the system is knoWn to 
be in a consistent state. Such checkpoints, sometimes called 
“consistency points,” each provide a state to Which the 
system can retreat in the event that an error occurs. From the 

most recent consistency point, the system can reattempt each 
operation to reach a state it Was in before the error. 

[0006] One problem With this knoWn method is that some 
operations can require substantial amounts of time in com 
parison With the time betWeen consistency points. For 
eXample, in the WAFL ?le system (as further described in 
the Incorporated Disclosures), operations on very large ?les 
can require copying or modifying very large numbers of ?le 
blocks in memory or on disk, and can therefore take a 
substantial fraction of the time from one consistency point to 
another. In the WAFL ?le system, tWo such operations are 
deleting very large ?les and truncating very large ?les. 
Accordingly, it might occur that recording a consistency 
point cannot occur properly While one of these extra-long 
operations is in progress. 

[0007] The fundamental requirement of a reliable ?le 
system is that the state of the ?le system recorded on 
non-volatile storage must re?ect only completed ?le system 
operations. In the case of a ?le system like WAF L that issues 
checkpoints, every ?le system operation must be complete 
betWeen tWo checkpoints. In the earliest versions of the 
WAFL ?le system there Was no ?le deletion manager 
present, thus very large ?les created a problem as it Was 
possible that such large ?les could not be deleted betWeen 
the eXecution of tWo consistency checkpoints. 

[0008] This problem Was partially solved in later versions 
of the WAFL ?le system, Where a ?le deletion manager Was 
assigned to perform the operation of ?le deletion, and a 
consistency point manager Was assigned to perform the 
operation of recording a consistency point. The ?le deletion 
manager Would attempt to resolve the problem of extra-long 
?le deletions by repeatedly requesting more time from the 
consistency point manager, thus “putting off” the consis 
tency point manager until a last-possible moment. HoWever, 
at that last-possible moment, the ?le deletion manager 
Would be required to give Way to the consistency point 
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manager, and alloW the consistency point manger to record 
the consistency point. When this occurred, the ?le deletion 
manager Would be unable to complete the ?le deletion 
operation. In that earlier version of the WAFL ?le system, 
instead of completing the ?le deletion operation, the ?le 
deletion manager Would move the ?le to a “Zombie ?le” list 
to complete the ?le deletion operation. At a later time, a 
Zombie ?le manager Would re-attempt the ?le deletion 
operation for those ?les on the Zombie ?le list. 

[0009] While this earlier method achieved the general 
result of performing ?le deletions on very large ?les, it has 
the draWbacks that it is a source of unreliability in the ?le 
system. First, the number of ?les that could be processed 
simultaneously as Zombie ?les Was ?Xed in the previous 
version. 

[0010] Second, the ?le deletion manager and crash recov 
ery mechanism did not communicate. The ?le deletion 
manager did not notify the crash recovery mechanism that a 
?le Was being turned into a Zombie and the crash recovery 
mechanism Was unable to create Zombie ?les. Thus, to alloW 
a checkpoint to be recorded, a long ?le Would have to be 
turned into a Zombie. If the system crashed at this point, the 
crash recovery mechanism might not be able to correctly 
recover the ?le system since it is unaWare that a Zombie ?le 
should be created and Was incapable of creating Zombie ?les 
should the need arise. 

[0011] Third, since the ?le deletion manager and replay 
mechanism did not communicate the free space reported 
could be inaccurately reported. Attempts to restore state 
could fail, because the amount of free space could be 
different than that actually available. 

[0012] Fourth, the earlier method is non-deterministic in 
the sense that it is not assured Whether any particular ?le 
deletion operation Will be completed before or after a 
selected consistency point. Moreover, the earlier method 
does not resolve problems associated With other eXtra-long 
?le operations, such as requests to truncate very large ?les 
to much smaller length. 

[0013] Accordingly, it Would be advantageous to provide 
a technique for eXtra-long operations in a reliable state-full 
system (such as a ?le system), that is not subject to the 
draWbacks of the knoWn art. Preferably, in such a technique, 
those parts of the system responsible for recording of 
consistency points are fully aWare of the intermediate states 
of extra-long operations, the performance of extra-long 
operations is relatively deterministic, and performance of 
eXtra-long operations is atomic With regard to consistency 
points. 

SUMMARY OF THE INVENTION 

[0014] The invention provides a method and system for 
reliably performing extra-long operations in a reliable state 
full system (such as a ?le system). The system records 
consistency points, or otherWise assures reliability, notWith 
standing the continuous performance of extra-long opera 
tions and the existence of intermediate states for those 
eXtra-long operations. Moreover, performance of extra-long 
operations is both deterministic and atomic With regard to 
consistency points (or other reliability techniques used by 
the system). 

[0015] The ?le system includes a separate portion of the 
?le system reserved for ?les having eXtra-long operations in 
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progress, including ?le deletion and ?le truncation. This 
separate portion of the ?le system is called the Zombie ?le 
space; it includes a separate name space from the regular 
(“live”) ?le system that is accessible to users, and is main 
tained as part of the ?le system When recording a consis 
tency point. The ?le system includes a ?le deletion manager 
that determines, before beginning any ?le deletion opera 
tion, Whether it is necessary to ?rst move the ?le being 
deleted to the Zombie ?le space. The ?le system includes a 
Zombie ?le deletion manager that performs portions of the 
?le deletion operation on Zombie ?les in atomic units. 

[0016] The ?le system also includes a ?le truncation 
manager. Before beginning any ?le truncation operation, the 
?le truncation manager determines Whether it is necessary to 
create a complementary ?le called an “evil tWin” ?le. The 
truncation manager Will move all blocks to be truncated 
from the ?le being truncated to the evil tWin ?le. Moving 
blocks is typically faster and less resource-intensive than 
deleting blocks. The “evil tWin” is subsequently transformed 
into a Zombie ?le. The ?le system includes a Zombie ?le 
truncation manager that can then perform truncation of the 
Zombie ?le asynchronously in atomic units. Furthermore, 
the number of ?les that can be linked to the Zombie ?lespace 
is dynamic alloWing the Zombie ?lespace the ability to groW 
and shrink as required to process varying numbers of ?les. 

[0017] An additional advantage provided by the ?le sys 
tem is that ?les having attached data elements, called 
“composite” ?les, can be subject to ?le deletion and other 
extra-long operations in a natural and reliable manner. The 
?le system moves the entire composite ?le to the Zombie ?le 
space, deletes each attached data element individually, and 
thus resolves the composite ?le into a non-composite ?le. If 
the non-composite ?le is suf?ciently small, the ?le deletion 
manager can delete the non-composite ?le Without further 
need for the Zombie ?le space. HoWever, if the non-com 
posite ?le is suf?ciently large, the ?le deletion manager can 
delete the non-composite ?le using the Zombie ?le space. 

[0018] The invention provides an enabling technology for 
a Wide variety of applications for reliable systems, so as to 
obtain substantial advantages and capabilities that are novel 
and non-obvious in vieW of the knoWn art. Examples 
described beloW primarily relate to reliable ?le systems, but 
the invention is broadly applicable to many different types of 
systems in Which reliability and extra-long operations are 
both present. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] FIG. 1 shoWs a block diagram of a portion of a 
system using a Zombie ?le space. 

[0020] FIG. 2 illustrates a ?le structure in a system using 
a Zombie ?le space. 

[0021] FIG. 3 shoWs a process How diagram for ?le 
deletion in a method for operating a system for manipulation 
of Zombie ?les and evil-tWin ?les. 

[0022] FIG. 4 shoWs a process How diagram for ?le 
truncation in a method for operating a system Manipulation 
of Zombie Files and Evil-TWin Files. 

[0023] LEXICOGRAPHY 
[0024] The folloWing terms refer to or relate to aspects of 
the invention as described beloW. The descriptions of gen 
eral meanings of these terms are not intended to be limiting, 
only illustrative. 
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[0025] live ?lespace—This term generally refers to a 
storage area Within a ?le server Where ?ies are avail 
able to system users. 

[0026] As noted above, these descriptions of general 
meanings of these terms are not intended to be limiting, only 
illustrative. Other and further applications of the invention, 
including extensions of these terms and concepts, Would be 
clear to those of ordinary skill in the art after perusing this 
application. These other and further applications are part of 
the scope and spirit of the invention, and Would be clear to 
those of ordinary skill in the art, Without further invention or 
undue experimentation. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0027] In the folloWing description, a preferred embodi 
ment of the invention is described With regard to preferred 
process steps and data structures. Embodiments of the 
invention can be implemented using general-purpose pro 
cessors or special purpose processors operating under pro 
gram control, or other circuits, adapted to particular process 
steps and data structures described herein. Implementation 
of the process steps and data structures described herein 
Would not require undue experimentation or further inven 
tion. 

[0028] Related Applications 

[0029] Inventions described herein can be used in con 
junction With inventions described in the folloWing docu 
ments. 

[0030] US. patent application Ser. No. 09/642,062, 
Express Mail Mailing No. EL524780242US, ?led Aug. 
18, 2000, in the name of Rajesh Sundaram, et al 
attorney docket number 103.103401, titled “Dynamic 
Data Space” 

[0031] US. patent application Ser. No. 09/642,061, 
Express Mail Mailing No. EL524780239US, ?led Aug. 
18, 2000, in the name of Blake LeWis et al attorney 
docket number 103.103501 titled “Instant Snapshot.” 

[0032] US. patent application Ser. No. 09/642,065, 
Express Mail Mailing No. EL524781092US, ?led Aug. 
18, 2000, in the name of Douglas Doucette, et al 
attorney docket number 103.104501, titled “Improved 
Space Allocation in a Write AnyWhere File System.” 
and 

[0033] US. patent application Ser. No. 09/642,064, 
Express Mail Mailing No. EL524781075US, ?led Aug. 
18, 2000, in the name of Scott SCHOENTHAL, et al 
attorney docket number 103.104801, titled “persistent 
and reliable Delivery of Event Messages.” 

[0034] Each of these documents is hereby incorporated by 
reference as if fully set forth herein. This application claims 
priority of each of these documents. These documents are 
collectively referred to as the “Incorporated Disclosures.” 

[0035] System Elements 

[0036] FIG. 1 shoWs a block diagram of a portion of a 
system using a Zombie ?le space. 

[0037] Asystem 100 includes a ?le server 110 including a 
processor (not shoWn but understood by one skilled in the 
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art), program and data memory (not shown but understood 
by one skilled in the art), network interface card 115, and a 
mass storage 120 

[0038] The netWork interface card 115 couples the ?le 
server 110 to a netWork. In a preferred embodiment, the 
netWork includes an Internet, intranet, eXtranet, virtual pri 
vate netWork, enterprise netWork, or another form of com 
munication netWork. 

[0039] The mass storage 120 can include any device for 
storing relatively large amounts of information, such as 
magnetic disks or tapes, optical drives, or other types of 
mass storage. 

[0040] File Structure Example 

[0041] FIG. 2 illustrates a ?le structure in a system using 
a Zombie ?le space. 

[0042] A ?le structure 200 includes, a live ?le space 210, 
an inode ?le 220, a live ?le link 230, a ?le 240, a Zombie ?le 
space 250, and a Zombie ?le link 260. 

[0043] The live ?le space 210 contains the root block and 
all associated blocks of data for live ?les (I.e. ?les that may 
be accessed by users). 

[0044] The inode ?le 220 is associated With the ?le to be 
deleted and contains information about the ?le. 

[0045] The live ?le link 230, links a ?le to the live ?le 
space 210. 

[0046] The ?le 240 includes a plurality of ?le blocks 241, 
and a plurality of block links 242. The ?le blocks 241 are 
connected by the plurality of block links 242. The ?le 240 
is illustrative of a ?le to be deleted. The structure of the ?le 
as de?ned above is a hierarchical tree-like structure, hoW 
ever, there is no requirement in any embodiment of the 
invention that the invention be applied only to ?le structures 
of this type. The use of a hierarchical tree-like structure 
?ling system is intended to be illustrative only and not 
limiting. 
[0047] The Zombie ?le space 250 contains the root block 
and all associated blocks of data for Zombie ?les (I.e. ?les 
that are in the process of being deleted). 

[0048] The Zombie ?le link 260, links a ?le to be deleted 
to the Zombie ?le space 250. A ?le that has been linked to 
the Zombie ?le space 250 is referred to as a “Zombie ?le” 
While it is so linked. 

[0049] Method of Operation—File Deletion 

[0050] Amethod 300 includes a set of How points and a set 
of steps. The system 100 performs the method 300. Although 
the method 300 is described serially, the steps of the method 
300 can be performed by separate elements in conjunction or 
in parallel, Whether asynchronously, in a pipelined manner, 
or otherWise. There is no particular requirement that the 
method 300 be performed in the same order in Which this 
description lists the steps, eXcept Where so indicated. 

[0051] At a How point 310, a system user selects the ?le 
240 for deletion. User interfaces for this activity vary from 
system to system but are Well knoWn in the art. 

[0052] At a How point 320, the ?le 240 is identi?ed by the 
system as a large ?le requiring Zombie processing. In a 
preferred embodiment, the speci?c siZe of a ?le necessary to 
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trigger Zombie processing is parameter-based, softWare 
selectable, hoWever, it can be any set of instructions sup 
porting this functionality, such as instructions hard-coded on 
a computer chip. 

[0053] At a How point 325, the ?le deletion manager 
determines Whether the Zombie ?lespace 250 needs to be 
enlarged to accommodate another Zombie ?le, and if nec 
essary enlarges the Zombie ?lespace. 

[0054] At a How point 330, the link connecting the ?le 240 
to the live ?le space 210 is terminated. At this point the ?le 
240 is no longer available to users connected to the ?le 
server 110. 

[0055] At a How point 340, the ?le 240 is linked to the 
Zombie ?le space 250 via the Zombie ?le link 260. At this 
point, ?le 240 is referred to as a Zombie ?le. 

[0056] At a How point 350, the Zombie ?le deletion 
manager starts deleting portions of the ?le 240 by terminat 
ing block links 242 at the outer leaves of the ?le tree. As ?le 
blocks 241 are deleted by the Zombie deletion manager, they 
become available for storage of other data. This fact is 
re?ected in the free space indicator of the mass storage 120. 

[0057] At a How point 360, the ?le 240 is moved from the 
Zombie ?lespace to the live ?lespace. 

[0058] Method of Operation—File Truncation 

[0059] Amethod 400 includes a set of How points and a set 
of steps. The system 100 performs the method 400. Although 
the method 400 is described serially, the steps of the method 
400 can be performed by separate elements in conjunction or 
in parallel, Whether asynchronously, in a pipelined manner, 
or otherWise. There is no particular requirement that the 
method 400 be performed in the same order in Which this 
description lists the steps, eXcept Where so indicated. 

[0060] At a How point 410, a system user selects the ?le 
240 for truncation. User interfaces for this activity vary from 
system to system but are Well knoWn in the art. 

[0061] At a How point 420, the system identi?es the 
amount of the ?le to be truncated as requiring evil tWin/ 
Zombie processing. In the preferred embodiment, the spe 
ci?c amount of data to be truncated necessary to trigger evil 
tWin/Zombie processing is parameter-based softWare-select 
able; hoWever, it can be any set of instructions supporting 
this functionality, such as instructions hard-coded on a 
computer chip. 

[0062] At a How point 425, the ?le deletion manager 
determines Whether the Zombie ?lespace 250 needs to be 
enlarged to accommodate another Zombie ?le, and if nec 
essary enlarges the Zombie ?lespace. 

[0063] At a How point 430, an evil tWin ?le is created. At 
this point the ?le 240 is unavailable to the user. 

[0064] At a How point 440, blocks of data to be truncated 
are moved from the ?le 240 to the evil tWin ?le. 

[0065] At a How point 450, ?le attributes for the ?le 240 
are adjusted appropriately (E.g. The siZe of the ?le). 

[0066] At a How point 460, the evil tWin ?le is turned into 
a Zombie ?le. It is connected to the Zombie ?le space. 
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[0067] At a How point 470, the ?le 240 is marked as 
available in the live ?le space. At this point the ?le 240 is 
available to all users. 

[0068] At a How point 480, the Zombie deletion manager 
frees all blocks attached to the Zombie ?le. 

[0069] At a How point 490, the Zombie ?le has been 
deleted and the link to the Zombie ?le space is terminated. 

[0070] At a How point 495, the ?le 240 is moved from the 
Zombie ?lespace to the live ?lespace. 

[0071] Generality of the Invention 

[0072] The invention has general applicability to various 
?elds of use, not necessarily related to the services described 
above. For example, these ?elds of use can include one or 
more of, or some combination of, the following: 

[0073] The invention is applicable to all computer sys 
tems utiliZing large ?les. 

[0074] Other and further applications of the invention in 
its most general form, Will be clear to those skilled in the art 
after perusal of this application, and are Within the scope and 
spirit of the invention. 

[0075] Although preferred embodiments are disclosed 
herein, many variations are possible Which remain Within 
the concept, scope, and spirit of the invention, and these 
variations Would become clear to those skilled in the art after 
perusal of this application. 

1. A method of operating a ?le server, comprising the 
steps of: 

identifying a ?le in a ?rst ?le space for truncation using 
Zombie space inaccessible to one or more system users; 

making said ?le unavailable to the one or more system 
users in the ?rst ?le space; 

linking said ?le to the Zombie ?le space; 

truncating said ?le While maintaining ?le consistency 
betWeen check-pointed intervals; 

delinking said ?le from said Zombie ?le space; and 

making said ?le available to the one or more system users 
in said ?rst ?le space. 

2. The method of claim 1, Wherein the step of identifying 
comprises: 

receiving a selection of said ?le from a user; and 

identifying said ?le for truncation using Zombie space 
based on parameter-based ?le siZe comparison. 

3. The method of claim 2, Wherein the step of truncating 
is performed after the step of linking and before the step of 
delinking. 

4. A method of operating a ?le server, comprising the 
steps of: 

identifying a ?le in a ?rst ?le space for deletion using 
Zombie space inaccessible to one or more system users; 

making said ?le unavailable to the one or more system 
users in the ?rst ?le space; 

linking said ?le to the Zombie ?le space; 

deleting said ?le While maintaining ?le consistency 
betWeen check-pointed intervals; and 

delinking said ?le from said Zombie ?le space. 
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5. The method of claim 4, Wherein the step of identifying 
comprises: 

receiving a selection of said ?le from a user; and 

identifying said ?le for truncation using Zombie space 
based on parameter-based ?le siZe comparison. 

6. The method of claim 5, Wherein the step of deleting is 
performed after the step of linking and before the step of 
delinking. 

7. The method of claim 5, Wherein said ?le is a composite 
?le comprising one or more attached data elements. 

8. The method of claim 7, Wherein the step of deleting 
comprises: 

deleting at least one of the one or more attached data 
elements after the step of linking and before the step of 
delinking; and 

deleting said ?le after the step of delinking. 
9. A ?le server, comprising: 

a processor; 

memory storing program code; 

a netWork interface; and 

mass storage; 

Wherein said processor eXecutes the program code stored 
in said memory to control access to said mass storage, 
the program code comprising instructions that, When 
eXecuted by the processor, cause the server to perform 
the steps of: 

identifying a ?le in a ?rst ?le space for truncation using 
Zombie space inaccessible to one or more system 

users; 

making said ?le unavailable to the one or more system 
users in the ?rst ?le space; 

linking said ?le to the Zombie ?le space; 

truncating said ?le While maintaining ?le consistency 
betWeen check-pointed intervals; 

delinking said ?le from said Zombie ?le space; and 

making said ?le available to the one or more system 
users in said ?rst ?le space. 

10. The server of claim 9, Wherein the instructions, When 
eXecuted by the processor, cause the server to perform at 
least the folloWing steps in the course of performing the step 
of identifying: 

receiving a selection of said ?le from a user; and 

identifying said ?le for truncation using Zombie space 
based on parameter-based ?le siZe comparison. 

11. The server of claim 10, Wherein the server performs 
the step of truncating after the step of linking and before the 
step of delinking. 

12. A ?le server, comprising: 

a processor; 

memory storing program code; 

a netWork interface; and 

mass storage; 



US 2005/0033775 A1 

wherein said processor executes the program code stored 
in said memory to control access to said mass storage, 
the program code comprising instructions that, When 
executed by the processor, cause the server to perform 
the steps of: 

identifying a ?le in a ?rst ?le space for deletion using 
Zombie space inaccessible to one or more system 

users; 

making said ?le unavailable to the one or more system 
users in the ?rst ?le space; 

linking said ?le to the Zombie ?le space; 

deleting blocks of said ?le While maintaining ?le 
consistency betWeen check-pointed intervals; and 

delinking said ?le from said Zombie ?le space. 
13. The server of claim 12, Wherein the instructions, When 

eXecuted by the processor, cause the server to perform at 
least the folloWing steps in the course of performing the step 
of identifying: 

receiving a selection of said ?le from a user; and 

identifying said ?le for truncation using Zombie space 
based on parameter-based ?le siZe comparison. 

14. The server of claim 13, Wherein the server performs 
the step of deleting after the step of linking and before the 
step of delinking. 

15. The method of claim 13, Wherein said ?le is a 
composite ?le comprising one or more attached data ele 
ments. 

16. The method of claim 15, Wherein the instructions, 
When eXecuted by the processor, cause the server to perform 
at least the folloWing steps in the course of performing the 
step of deleting: 

deleting at least one of the one or more attached data 
elements after the step of linking and before the step of 
delinking; and 

deleting said ?le after the step of delinking. 
17. Amemory storing program code that, When performed 

by a processor of a ?le server, causes the server to perform 
the steps of: 

identifying a ?le in a ?rst ?le space for truncation using 
Zombie space inaccessible to one or more system users; 

making said ?le unavailable to the one or more system 
users in the ?rst ?le space; 

linking said ?le to the Zombie ?le space; 

truncating said ?le While maintaining ?le consistency 
betWeen check-pointed intervals; 

delinking said ?le from said Zombie ?le space; and 
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making said ?le available to the one or more system users 
in said ?rst ?le space. 

18. The memory of claim 17, Wherein the instructions, 
When eXecuted by the processor, cause the server to perform 
at least the folloWing steps in the course of performing the 
step of identifying: 

receiving a selection of said ?le from a user; and 

identifying said ?le for truncation using Zombie space 
based on parameter-based ?le siZe comparison. 

19. The memory of claim 18, Wherein the server performs 
the step of truncating after the step of linking and before the 
step of delinking. 

20. Amemory storing program code that, When performed 
by a processor of a ?le server, causes the server to perform 
the steps of: 

identifying a ?le in a ?rst ?le space for deletion using 
Zombie space inaccessible to one or more system users; 

making said ?le unavailable to the one or more system 
users in the ?rst ?le space; 

linking said ?le to the Zombie ?le space; 

deleting blocks of said ?le While maintaining ?le consis 
tency betWeen check-pointed intervals; and 

delinking said ?le from said Zombie ?le space. 
21. The memory of claim 20, Wherein the instructions, 

When eXecuted by the processor, cause the server to perform 
at least the folloWing steps in the course of performing the 
step of identifying: 

receiving a selection of said ?le from a user; and 

identifying said ?le for truncation using Zombie space 
based on parameter-based ?le siZe comparison. 

22. The memory of claim 21, Wherein the server performs 
the step of deleting after the step of linking and before the 
step of delinking. 

23. The memory of claim 21, Wherein said ?le is a 
composite ?le comprising one or more attached data ele 
ments. 

24. The memory of claim 23, Wherein the instructions, 
When eXecuted by the processor, cause the server to perform 
at least the folloWing steps in the course of performing the 
step of deleting: 

deleting at least one of the one or more attached data 
elements after the step of linking and before the step of 
delinking; and 

deleting said ?le after the step of delinking. 

* * * * * 


